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Qualifications:

* DEKRA Functional Safety Assessor (under Dakks accreditation)

* DEKRA Professional Functional Safety Engineer Automotive Lecturer

* DEKRA Professional Functional Safety Engineer Process-Industry Lecturer

( \ fm * DEKRA Professional Cyber-Security Engineer Automotive Lecturer
ll:l

Kevin Huang =

* intacs Principal Assessor for Automotive SPICE
* VDA QMC ACS Expert in Automotive Cyber Security Management System Audits Lecturer

* VDA Automotive Software Essentials Lecturer

International projects among Germany, Netherland, Sweden, Belgium, US, Japan, Korea, China, Taiwan,
Malaysia, Singapore, Thailand area
Experience: Training of Functional Safety and Automotive SPICE at international OEMs and Suppliers over

employees
Assessment, Consultancy, Workshops, Training on , as client below:
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Trend of Automotive
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Trend of Automotive?

Automotive industry products must comply with a variety of technical standards, depending on their purpose.
These products should also comply with fundamental standards, such as quality, process, safety, and cybersecurity.

Standard Definition Automotive Field
nspic | EEEEEERICEREE TR EE - BTN EREE b

P AETT BRI S iR R A -

THEEZZ B RIRE EH O R0, TEEBNP, EfRpZ2E S .
1ISO 26262 NTE 2 295 e A RN R 2 Functional Safety

TRHATIRE 22 A2 VB SIS 2L, SAH | ThAEZE S EAIGAI.

copiaag  FBBESSIOAR, W T AHBESHS. CE BIBIRER oo
SR ROTUIIREAR LA BRSSO rsbE, B [ RS
1 BB BRI T, RN B R A BT
ARG AR “ ARG ML, TREE “A” Tk, TR A

SO/SAE  SMIBERNEL. AMREEAHENEBBARE (Threa) , MSEMF

21434 P A RAEDT Al SRR . SRR SR Y Y
i
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Trend of Automotive?

In 2021, the National Highway and Traffic Safety
Administration essentially reopened a 2017 investigation IC ~E ~

aieé Soltware
into the continuing and numerous fire incidents involving diC o0Itwdrc
electric vehicles. Amongst other aspects, the ® Whatis your
investigation will include the roles of battery . 3
management systems, operating systems, system functional safety level -
diagnostics, failure prognostics, cybersecurity and overall
intervention; all of which are driven by software.

44

v

Subsequently, the marketplace has changed significantly. .
Insurance underwriters have noted the risks of functional ® What is your

Sarety gy nerseciggy Automotive SPICE capability ?

"The Product Liability Insurance market has climbed
significantly in the past few years. "Due to a lack of
historical data on many of these providers of electric .
and/or autonomous systems and software, underwriters ® What is your

cannot easily extrapolate as to the risk of insuring a Cybersecu rity |eve| ?

company."”
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Automotive Security Motivation
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Connected Vehicles

Vehicles are getting more and more connected to the world by different communication channels

- Software download

-Bluetooth
-Internet - Emergency call
-WIFI (. .\\ - Remote diagnosis

- ADAS data

Physical
- USB connector
- OBD

- Software download
- Battery loading protocol

- Tire pressure
- Remote access
- Keyless go/entry

Vehicle systems need:
Secured access by authorized parties
Secured data for driver assistance or autonomous driving systems
Data integrity
Protection against misuse or manipulation
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Safety and Security Correlation in Automotive

Safety protects humans and environment from the
machines, and security protects machines from
maliciously acting humans

A cyber attack on the car's safety functions may
result in the change of control parameters or the
deactivation of some sensor signals.

Human safety may be put at risk.

As a result, cybersecurity and functional safety

must be considered in parallel. >

QN DevOps Tec. www.devops.com.tw
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Automotive Security Challenges
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Cybersecurity Cannot be Guaranteed!

Principle of risk minimization

“Secure” technologies

Additional protective measures

Cybersecurity test strategy penetration testing,
vulnerability scan, fuzzing

"Mature organization” for development, production,

Development Phase Production & Lifecvele Phase

operation, maintenance and repair Monitoring
Continuous market and product monitoring, incident
detection and response

Response

Extended V-model
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Risk Based Approach

m |dentification of assets
m |dentification of threats and attack paths
W Analysis of vulnerabilities
M Risk determination
Vulnerability

QN DevOps Tec. www.devops.com.tw




Cybersecurity Management

Cybersecurity
management

Manage risks and change of risks

Define mitigations to minimize risks

Observe the remaining risks by monitoring product
and environment

Detect and identify new threats / new vulnerabilities
Define countermeasures to reduce risks

Implement & test CS solutions

Rollout CS solutions into the products

Cyclic process, valid for the whole product life cycle

QN DevOps Tec. www.devops.com.tw
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Introduction to Automotives Security
Standards And UNECE Regulation
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Drivers for Automotive CS Unification since ~2015

SAE -Society of Automotive Engineers

NHTSA -National Highway Traffic Safety Administration AT,
ENISA -European Union Agency for Network and Information Iso
Security
Ll INTERNATIONAL

European Commission -Cybersecurity Act

ISO International Standardization Organization
ISO/SAE 21434 “Road vehicles -Cybersecurity engineering” i o

ISO/DIS 24089 “Road vehicles -Software update engineering” v b,

ISO/PAS 5112 “Road vehicles -Guidelines for auditing .L.“‘ '# i U N E C E
cybersecurity engineering” e

UN World Forum for Vehicle Regulation, Task Force on

Cybersecurity and OTA

Regulation UN ECE R155 “Cybersecurity”

Regulation UN ECE R156 “Software update” (including Over-

The-Air, OTA)

VDA-QMC Redbook -Auditing a CSMS
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UNECE R155: Cybersecurity and Cybersecurity Management System

Regulation for the OEM

Concerned are vehicles of categories M, N, O (if equipped with
at least one ECU), L6 and L7 if equipped with ADAS level 3 or

higher.
Part 1:

Each OEM must establish and maintain a Cyber Security
Management System (CSMS)

for organizational processes, responsibilities, and governance B <

to treat risk from cyber threats to vehicles andto protect ' X -

vehicles from cyber attacks

which includes complete lifecycle of a car v

and which must be certified as a precondition for futuretype

approval' UNECE world forum for vehicle regulations
Part 2, WP29Contracted countries (Dark)

Each OEM must identify vehicle technology-related risks and to
protect the vehicle against them.

This must be demonstrated at type approval.

QN DevOps Tec. www.devops.com.tw



UNECE R156: Software Update and Software Update Management

Company oriented Type approval oriented
R155 Cybersecurity Cybersecurity
Basis: 1SO 21434 Management system Vehicle requirements
r \‘- =

# UNECE O.O'.Q

WP 29 b-o

Regulations i L
O
» P1 ) P2 > P3 _ N
; f/: <O
!h ‘??'%-",- :||.'r
R156 Software Up:ﬁ::ia’ﬁer =7 Software Update
Basis: SO 24083 Management system Vehicle requirements
Organization & Processes Technology & Algorithms
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Role of Suppliers and Service Providers

OEMs may require their suppliers to meet all the UNECE regulatory requirements by

demonstrating compliance with national/international standard frameworks, which can then
be used to demonstrate compliance with the WP.29

UNECE
R155,R156

Legend: CS = Cybersecurity, SU = Software update

CS/SU \

. Supplier or Supplier or Supplier or
requirements PPII p|. . DF‘ :
service saryice saryice

Vehicle . .
provider provider

manufacturer / / provider
CS/sU Level 1 Level 2

) . Level n
\}mplementatmns

International technical standard as reference:
ISO/SAE 21434 Cybersecurity Engineering / 1SO/DIS 24089 Software Update Engineering

QN DevOps Tec. www.devops.com.tw




Part 1 of R155: CSMIS

I Risk identification for vehicle types Verification of Ensuring risk Effectiveness

proper assessment is of monitoring,

management kept current detection and

Assessment of risk responds to
attacks,

Categorization of risk threats, and

vulnerabilities
Treatment of risk

CS testing of vehicle types

CS processes used within the
manufacturer's organization

Data elicitation for attempted /successful CS attacks

QN DevOps Tec. www.devops.com.tw




Part 1 of R155: CSMS Example of OEM CS Processes

Development Phase

Develop
architecture ¥

3
a
Specify CS

functions & ...

components

Plan CS_tests e

QN DevOps Tec. www.devops.com.tw

Production & Lifecycle Phase

» ENVironment Incident

------- monitoring mana%ement
Release CS event .
. #dEl’EEﬂDn o
i g Fleet S Response
£ monitoring management
Vulnerabllrty Yy :
::he::kf manage
Monitoring
Perform
CS tests
Response



Part 2 of R155: CS for a Vehicle Type

For vehicle type approval the vehicle manufacturer (OEM) ...

Shall have a valid certification of his CSMS (July 2024 at the latest)
Shall identify and manage supplier-related CS risks for the vehicle type

Shall perform an exhaustive risk assessment for the vehicle type and manage all the identified risks
appropriately:

Including individual elements of the vehicle types and their interactions

Including interactions with any external systems (external communication)

Considering a given list of known threats & mitigations (see “Annex 5”") as well as any other
relevant risk

Must protect the vehicle type against all identified risks under consideration of the list of all
known mitigations (see “Annex 5")

QN DevOps Tec. www.devops.com.tw



R155 Requirements Summary

Requirements for CSMS

CSMS applies all lifecycle phases of a vehicle

OEM demonstrates process capability within CSMS

Ability of the OEM to detect and resolve cybersecurity issues and continuous monitoring for all vehicles
Manage dependencies with suppliers and third party

Requirements for vehicle type

Managing supplier related risks for the vehicle type approved

Extensive risk assessment on individual elements of vehicle types
Appropriate security controls against common attack vectors
Sufficient testing and verification of effectiveness of security measures
Process to report outcome of monitoring activities

QN DevOps Tec. www.devops.com.tw



ISO/SAE 21434

Managing the complexity of cybersecurity requires a common understanding of the
following:

Security engineering

Clear responsibilities

Comparable approaches for risk determination and corresponding mitigations
Similar processes with a high degree of maturity by all parties involved

An international standard for automotive cybersecurity engineering (ISO/SAE 21434) is a basis for
common understanding and for imiting the remaining product hability risk.
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UNECE Regulation vs. ISO Standard

UNECE: Harmonization

of vehicle
regulations
ISO: Standardization
committee
National authorities create laws
based on the UNECE documents Technical reference, basis for common
Fulfillment mandatory, by law understanding

“State of Technology” = insurance
concerning product liability

Recommended, but not mandatory

OEMs force fulfillment in the supply
chain

QN DevOps Tec. www.devops.com.tw
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What is ASPICE ?
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What is ASPICE?

® In 2005 the industry-specific standard

Automotive SPICE (Software Process

AUTOMOTIVE SPICE®

Improvement and Capability Determination),
derived from the ISO 15504 International
Standard for software process assessments, was
published bythe Special Interest Group

Automotive

®m Objective: Improvement of SW-Product Quality

m SW-Product Quality
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What is ASPICE?
SPICE |I|“I !_I!!_gg&_i“ﬂ!!’l“ Automotive SPICE ® i‘H_IS

' o ' - . @ Common steering committee of German Car
@ Requirements, Rules, Guidelines and Instructions for Trainings, Certifiers and manufacturers
Assessors ©

Working groups for definition of unique
@  Working groups

Standards for the Automotive Domain
@ Support of Domains (e.g. Automotive)
@ Verification of compliance (e.g. of Assessments)

(0 BMWGroup | .
Auca DAIMLER a @

PORSCHE

@ Certification of SPICE-Assessors
@ Events for SPICE (e.g. SPICE Days)
© GATEASPICE Qualification Association Qualitits Management Center

Verband der Automahbilir

European Certification & @ Certification of Automotive SPICE ® - Assessol VDA m

MB

Mercedes-Benz technology '

@ Trainings provider for SPICE and Automotive SPICE © . . ——
KUGLER MAAG CIE el A eee

A=

@ Competence network (Meetings, Workshops, etc.) of the Community
@ Working groups
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What is ASPICE?

Collection of best practices to be applied
in the development of electronic control
units-based software systems (Process
Reference Model).

Contains a set of methods to perform
evaluation of processes fulfillment i.e.,
ASPICE Assessment (Process Assessment
Model)

OEMs demand supplier’'s process
capability during RFQs

OEM / ASPICE Assessments
predominantly focus on 16 Key Processes.
Define the capability level from Level O to 5.

QN DevOps Tec.

Supporting Process Group

System Engineering Process Group (SYS)

Validation Process

Management Process

(suP) Group (VAL) Group (MAN)
5Y5.1
SUP.1 Requirements Elicitation VAL.1 MAN.2
lity A: Validation Project Management
Quality Assurance SYS.2 oyss i
System Requirements T
Analysis System Verification MAN.5
S5UP.8 Risk Management
Configuration 5Y5.3 5Y5.4
Management System Architectural System Integration and
Design Integration Verification MAN.6
Measurement
SUP.9 Software Engineering Process Group (SWE) Hardware Engineering Process Group (HWE)
Problem Resolution Process Improvement
Management SWE.1
Software Requirements SWE'_G_ ) HWE.1 HWE.4 Process Group (PIM)
Analysis Software Verification HW Requirements Verification against PIM3
SUP.10 Analysis HW Reguirements Prncesslmpl:ovement
Change Request SWE.2 SWE.5
Management Software Architectural Software Component Verification HWE.2 HWE.3
Design and Integration Verification — Verification against Reuse Process Group
B HW Design (REU)
SUP.11 DLEH SWE.4 REU.2
Machine Leamning Data Software Detailed Design | | o ¢\ o Unit Verification Management of Products for
Management and Unit Construction Rouse
Machine Learning Engineering Process Group (VILE) Acquisition Process Supply Process Group
Group (ACQ) (SPL)
MLE.1 MLE.2 MLE.3 MLE.4 ACO.4 SPL.2

Machine Learning
Requirements Analysis

Machine Learmning
Architecture

Training

Machine Leaming

Machine Learning
Model Testing

Supplier Monitoring

Product Release

Primary Lifecycle Processes

| |Drganizationa| LifeqrcIeProcesses| | Supporting Lifecycle Processes

www.devops.com.tw




ASPICE PRM & PAM

Collection of best practices to be applied in the
development of electronic control units-based
software systems.

Contains a set of methods to perform evaluation of
processes fulfillment i.e., ASPICE Assessment.

16 Process Areas under VDA scope
Derived from ISO/IEC 15504 by Automotive SIG.

Is a trademark of Verband der Automobilindustrie e.V.
(VDA).

Process

Is |dentifies
|dentifies examined capability
Changes to by and risks of

Process
Assessment

Process
Improvement

Capability
Determination

motivates

QN DevOps Tec. www.devops.com.tw



What is ASPICE?

ASPICE is not product standard, i.e. the software is not validated.

No methods or tools are specified or favored.

ASPICE is not automatically a process improvement, but it can be a basis for it.

ASPICE is also been used for assessments of system processes and organizational maturity.

ASPICE provides a procedure for process assessments.

QN DevOps Tec. www.devops.com.tw
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Understanding ASPICE for Cybersecurity
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ASPICE for Cybersecurity

Created to support UNECE R155 using ASPICE as a proven

VDA | QMc assessment model.

(),‘amu Mearagemane Comer
= Vbt thw Autcered s

To identify process-related product risks in Cybersecurity projects.
Joint Quality Management in the Supply Chat

Automotive SP|CEe
for Cybersecurity

Additional 6 processes have been added specific to Cybersecurity.

Not all parts of ISO/SAE 21434 is covered; only product
development aspects are covered.

Parts such as cybersecurity management, continuous cybersecurity
management, distributed cybersecurity,
post development phases are not covered.

The above parts are subject to
15t edition, August 2021 cybersecurity management system audit (CSMS).

’ > AN
QN DevOps Tec. www.devops.com.tw




ASPICE for Cybersecurity Process Reference Model (PRM)

Acquisition Process
Group (ACQ)

.
Supplier Request and

Selection

5Ys5.1

Requirements Elicitation

ACQ.3

Contract Agreement

ACQ.4
Supplier Monitoring

System Engineering Process Group (SYS)

SYS.2

System Requirements

System Qualification Test

SYS.5

Management Process
Group (MAN)

MAN.3

Project Management

MAN.5

Risk Management

ACQ.11

Technical Requirements

ACQ.12

Legal and Administrative
Requirements

ACQ.13

Project Requirements

ACQ.14

Request for Proposals

Analysis
5Ys.3 5Y5.4

System Architectural System Integration and
Design Integration Test

Software Engineering Process Group (SWE)
coftwa VEL SWE.6
SRS .eqm.remen 2 Software Qualification Test

Analysis
SWE.2 SWE.5

Software Architectural Software Integration and
Design Integration Test

SWE.3

Software Detailed Design

and Unit Construction

SWE.4

Software Unit Verification

MAN.6

Measurement

MAN.7

Cybersecurity Risk
Management

ACQ.15
Supplier Qualification

Supply Process Group
(SPL)

SEC.1
Cybersecurity
Requirements Elicitaion

SEC.4

Risk Treatment Validation

SEC.2
Cybersecurity
Implementation

SEC.3

Risk Treatment Verification

Reuse Process Group
(REU)

REU.2
Reuse Program
Management

SPL.1
Supplier Tendering

Supporting Process Group (SUP)

Process Improvement
Process Group (PIM)

SPL.2

Product Release

SUP.1 SUP.2 SuP.4 SUP.7 o3
Cuality Assurance Verification Joint Review Documentation racessimprovcment
SUP.8 SUP.9 SUP.10
Configuration Problem Resolution Change Request
Management Management Management

Primary Life Cycle Processes

| Organizational Life Cycle Processes |

Supporting Life Cycle Processes

QN DevOps Tec. www.devops.com.tw
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Brief intro to ASPICE for cybersecurity processes

* Supplier selection
based on a
relevant criteria
Focus is on
cybersecurity
capability

Create and issue
RFQs to potential
suppliers

* Derive cybersecurity
goals and cybersecurity
requirements

 Architectural
design, detailed
design and
implementation
of design

* Verification of
implementation of
design and integration of
components

* Focus is integration and
verification of
integration

* Verification techniques:
network simulation,
reviews,scode reviews
etc....

Identify, prioritize,
analyze risks damage
Define risk treatment to
keep, reduce, avoid or
share risks

e Techniques: E.g. TARA

Validation of
cybersecurity goals
Validation
techniques:
Penetrating tests,
fuzz tests,

Focus is to ensure no

unreasonable risks
remain

QN DevOps Tec. www.devops.com.tw
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ASPICE for Cybersecurity vs. ISO/SAE 21434
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Structure of ISO/SAE 21434

Jverall & proje De anage £ Droce e
z 0 L) 020
danadge e
4. General considerations PO =
5. Drganizational cybersecurity management Prepa . T d
s34l 542 543 Sa4 ¥ 2 548 547
Cybersecurity Cybersecari Information Management Tonol Information Organizational - - S
sovernance = sharing systems management security cybersecurity Distributed CS activities
mﬂl&gaﬂ&]‘l‘t i o o o o
— = Define interfaces between customer, supplier, third parties.
6, Project dependent cyberseourity management
6l 642 £4.3 544 B45 B4 647 648 5.49 e ) o
Cybersecurity | | Cybersecurity | | Tailoring Reuse | | Compoment | | Offche-shelf | |Cybersecurity| |Cybersecurity| | Releass for / Continuous CS activities
5 ibi- plannin out-of-context| | component CaTE ATEESSmEnt post- _ _ _ _
" Bties = development v = Requirements for continuous monitoring of CS relevant
— — information
7. Distributed cybersemrity activities / f t _ .
— =T = = Framework for analysis and management of vulnerabilities
Supplier capability Request for quotation Alignment of responsibilities
8. Continual eybersecurity activities Concept, development and post-development
B3 B4 _BE . = Add-on of CS relevant activities during concept and development
omioring. i iyt — Establishment of CS goals and requirements
111IZII:|lt=I"_T.§ Event evaluadon ANaTysEs 11'|EJ'.&§E'D1.E‘!I’.‘I =
——— - - = TARA and vulnerability analysis during development
3. Concept e e — T i— - {]n:dmde_ratmn of pus_t—d_ew-:.-l-upn;ent requirements (during or after
: : : production, decommissioning ...
9.3 10.4.1 13. Operations and maintenance e . ..
ltem definition Design Ope = Definition of post-development processes (production, incident
13.3 134
94 1042 Cybersscurity Updates response, update)
Cybersecurity gnals Integration and verification Incident response
e — Crbersee s vaidason 1 End of eybersecurity TARA (Threat Analysis and Risk Assessment)
— | Describes the steps to perform a robust risk analysis on the
15, Threat analysis and risk assessment methods system
15.3 154 155 154 15.7 15.8 159 1 i 1
— hree soonasin S e R he e Complex process to be performed multiple times and for multiple
identification identification rating analysis rating determination decision assels

QN DevOps Tec. www.devops.com.tw




On top of ISO/SAE 21434

4. General considerations

5. Organizational cybersecurity management

54.1 542 5¢h3 5.4.4 545 5.4.6 547
Cybersecurity Cybersecurity [nformation Management Toal [nformation Organizational
governance culture sharing systems management security cybersecurity

management audit

6, Project dependent cybersecurlty management

6.4.1 6.4.2 643 6,44 6.45 6.4.6 6.4.7 6,48 6.4.9
Cybersecurity | |Cybersecurlty Tallorlng Reuse Component Off-the-shelf | |Cybersecurity| [Cybersecurity Release for
responsibl= planning out-of=context| | component case assessment posts
s development NOT in scope ASPICE ASPICE for
Cybersecurity
7. Distributed cybersecurity activities fo r che rsec u rity
7eh1 Tk 743
Suppller capability ACQ2 Request for guotation ACQ2 Alignment of responsibilities PAM
8. Contlnual cybersecurlty actlvitles
8.3 8.4 85 8.6 ACQ2. Supplier request and selection

Cybersecurity Cybersecurity Vulnerabllity Vulnerability
monitoring event evaluatlon analysis management

ACQ.4 Supplier monitoring (PAM 3.1)

Concept phase Product development phase Post-development phases
9, Concept 10, Product developmen® ! 12, Production
SEC1 SEC 2 . . e e
03 1041 13. Operations and maintenance SEC.1 Cybersecurity requirements elicitation
Item definition Design | “
13,3 134
S 10.4.2 235  Cybersecurlty Updates SEC.2 Cybersecurity implementation
Cybersecurity goals Integration and veriflcation | || incident response
security conc o SEca 14, End of cybersecurlty SEC.3 Risk treatment verification
Cybersecurity concept Cybersecurity validation || support and decomissioning °
MAN 7 15, Threat analysis and risk assessment methods . . .
SEC.4 Risk treatment validation
153 15.4 15.5 15.6 15.7 158 15.9
Assel Threat scenario Impact Attack path Attack feasibility Risk value Risk treatment
identification identification rating analysis rating determination decision . .
MAN.7 Cybersecurity risk management
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< Mapping to V Cycle

Item definition Cybersecurity goals < > Cybersecurity validation
SEC.1 © I
Cybersecurlty.reqUIrements 5 Item integration verification
Cybersecurity concept
Concept Phase
System cybersecurity requirements
DeveIOpment phase System architectural design

SEC.2 © Hardware cybersecurity requirements 4 Hardware integration verification ©  oec3
’ Hardware architectural design
Software cybersecurity requirements . . T
5o ftwate architect»;ralq ey 4 Software integration verification

© seca

System integration verification

\ 4

QN DevOps Tec. www.devops.com.tw
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ISO/SAE 21434 vs. I1SO 26262
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Relationship between FuSa and Cyber-Security

Item Functional Safety Cyber-Security
Focus FO R H AR AT B EL 2 BB (UG E R e TP B (AT 5’%‘3@@‘2%’;&\ Hi @SN EE
e H 2 R b SRR A 2 | b o [REA G & o JERE S H AN x - BUEEEE]REE -
B B TR BECEN ~ ARTEINY > LB EaE
response to identified AT ANBMEE Z R EEE - RGBT RERRBERY Jm - SR A S BE 8% > T
threats B5 - BET R BT ABNENEZEiRER
2 B2 O RECERHIA T By
statistics R Rl BEsZ 1 JE\ e S 4 RNEHARFE RS
HEEREINHINAZERE - B E IR
Additional . (RANBEEE A TRLE ) EEE K
factors ARESRESIER e+ (LIRS IERUE A R SRIE - O
R IREE 25
Analysis method FTA, FMEA, FMEDA ILEERS AT (ATA)
In the implementation and A RE S o A 1 F Ak (S TR B R 448 22
verification/validation stages, FFREFUEG M A B Bhsk nl| B e AR D RE AR =(8H AR MR - (EZEAEE » &/ABCE RS
static code analysis BRI SE S e I
verfication/validation O A I, Tt ORI MRS BE
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# Relationship between FuSa and Cyber-Security

Airbag
System

Operational
Situation

Highway
Driving

Deployment
message to
Airbag control
unit
(authenticatio

Hazard

Unintended
Deployment

Threat Mode

Unintended
Deployment
due

to a cyber
attack

Damage
Scenario

Airbag
deploys at
high speed
causing car to
crash.

Operational
Situation

Highway
Driving

Threat Effect

Severe
Injury,Death

Severe

Damage
Scenario

Airbag
deploys at
high speed
causing car to
crash.

Impact Threat Cause

Severe Hacking OBD-
Il port & CAN

message

Threat
Scenario

Vulnerability

Unauthorized  Weak
access to strength

OBD of key (16 bit)
to Airbag

control unit

link

severity Exposure

Exposure

Medium

Attack Paths
Rating

OBD to CAN
bus to Airbag
control unit

High

Controllabilit
y
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Attack Feas .

Cybersecurit

y
Goal

Prevent
unauthorized
activation of
airbag

Safety state

switched off
the airbag
system

Risk
Treatment(Pr
eventive
Design
Changes,
Diagnostics,
or CS
Mechanisms

Increase key
length (64 bit
or 128 bit...)

Safety Goal

Unintended
airbag
deployment
shall be
avoided

ISO 21434

Asset:— & i
e ~ WS MIREE
sNFEENILACREE -
e IEAFHL -
H -~ 88 - Hel-
WHEEENRE -
A A Y FE R

1ISO 26262




DEKRA %%

TEE—REIRHEREPRTEBRAE BATERZHERAAGERSERELT
L Automorive Balesy CEPRT  jvontae AUO INNOLUX @m®
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