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What is 1SO21434
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What is 1ISO21434

EERANERBIEZ T - ARLERVE R AR EEIPE -
MR SHAERED B REDEToABELZZ BMREEZK - ISO/SAE 2143412 E XM AR T

PRIVATE DATA

AUTONOMOUS &
SAFETY TECH

o—0
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SYSTEM
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=
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What is 1ISO21434

REAUBEZERETYRIETHETYENE
BEM ISO 26262 FEEFRNREEFAANIEGELZ TN - WARHNEMBPRL TETHRE -

HiMEIRELISO/SAE 21434 {Z#EHE,
AR SRIERE TR B B ER B

ICS > 43 ) 43.040 > 43.040.15 & Profest dependamt ylbermensity mammgement

ISO/SAE 21434:2021

Road vehicles — Cybersecurity
engineering

ABSTRACT | preview

14. Und of ybersecarity
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What is 1SO21434
ISO 26262 EE )T REEFRANINEELZ T - MISO 21434 F R B A ALY -

Functional
Safety
- (ISO 26262)
Highly
SOTIF
Dependable = (1SO 21448)
Systems

Automotive

= Cybersecurity
(SAE/ISO 21434)

QN DevOps Tec. www.devops.com.tw




What is 1ISO21434

ASPICE V-Model &7 SEC.1-4 5 1SO21434 7]

Acquisition Process

Group (ACQ)

ACQ .2

Supplier Request and Selection

ACQ .3

Contract Agreement

|

ACQ 4
Supplier Monitoring

|

AcCQ .11

Technical Requirements

ACQ.12

Legal and Administrative
Requirements

|

ACQ.13

Project Requirements

|

ACQ.14
Request for Proposals

m—

ACQ .15

Supplier Qualification

Supply Process Group
(ACQ)

SPL.1
Supplier Tendering

SPL.2

Product Release

It St

B0 & ]

Automotive SPICE V - model - Overview

System Engineering Process Group ( SYS )

SYS .1

Requirements Elicitation

SYs .2

System Requirements Analysis

SYs .3

System Architectural Design

Software Engineering Process Group ( SWE )

SWE .1

Software Requirements Analysis

SWE .2

Software Architectural Design

SWE .3

Software Detailed Design and
Unit Construction

Cybersecurity Engineering Process Group ( SEC )

SEC .1

Cybersecurity Requirements
Elicitation

SEC .2

Cybersecurity Implementation

System Qualification Test

SYS .4

System Integration and
Integration Test

SWE .5

SWE .6

Software Qualification Test

Software Integration and
Integration Test

SWE 4

Software Unit Verification

SEC .3

Risk Treatment Verification

Supporting Process Group ( SUP )

SUP .1

Quality Assurance

SUP .2

Verification

SUP 4

Joint Review

SUP.8 SUP .9

SUP .10

i Problem Resolution
Configuration Management Management Change Request Management
s
[o) isational Life Cycle Pr

SEC 4

Risk Treatment Validation

SUP.7

Documentation

Management Process
Group ( MAN )

MAN .3

Project Management

MAN .5

Risk Management

MAN .6

Measurement

MAN .7

Cybersecurity Risk Management

Reuse Process Group
(REVU)

REU .2

Reuse Program Management

Process Improvement
Process Group ( PIM)

PIM .3

Process Improvement

Primary Life Cycle Processes
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Automotive cybersecurity x Polarion ALM
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ASPICE V-Model M A 1SO21434 iR &I Mol LIEE -

Eﬁzﬁtéﬁ*ﬁ%]‘ﬂ:ﬁﬁ Cybersecurity TfFIRHESE - WHERFT 1SO26262 EmnEan 8811
E MRS ERRCIERB T -

IT#A = R A Polarlon ALM EEmEarBHFMNA Cybersecurity B E & BRI T BB E -

_H

I1SO / SAE 21434
Activities

HW / SW implementation

QN DevOps Tec. www.devops.com.tw



02

Automotive cybersecurity x Polarion ALM

EREH

QN DevOps Tec. www.devops.com.tw




Automotive cybersecurity x Polarion ALM

o] D7t Dashboard &2 Cybersecurity 2285 - a0FIE Pt T 2R 5
ISO-664 User Interface for GPS based navigation system &4 -

Item View

Item: @150-664 - User Interface for GPS based navigation system Item responsible: System Administrator Select Another Item
Status: ol In Analysis

Document Overview Asset Overview

LoCUmer

¢ Manage Assets

B User Interface for GPS based navigation system - - B4 Cybersecurity System
1.0 - Cybersecurity Plan Draft Plan Administrator
B User Interface for GPS based navigation system - 5 I Cybersecurity System
1.0 - Cybersecurity Case Draft Case Administrator

ER150-683 - |/F for entenng data on in-vehicle device o} Open
#=150-684 - |/F to speech recognition system o} Open
&R1S0-681 - USBE Contraller #§ Open
B 150-682 - Wlan connection for mobile app o} Cpen

& 150-680 - Message broker #§ Open
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i 7T AU R E 81 F Risks , Threat Scenarios ,Damage Scenarios -
AR - BEAENERDCBERE -

Risks

¥ Manage Attack Paths & Risks

[¥]1S0-690 - Risk of disclosing target data & Draft [ s ] EN Kl Retaining the risk &
Threat Scenarios Damage Scenarios
&% Manage Threat Scenarios = Manage Damage Scenarios
wlsc 889 Spoo &Is0-684 & Integ Road [s1 ] [o] W
Attacker - 1/Fto Use
ects tar
fdentislty Road N Nl (o] I
.,.....ISC 689 Spo 1S0-684 u
- Attacker - IJF to
injects !
~~~~~~~~~~~ thenticity  Road [s1 [l [ol
ter User
a 150-6 Spoofing 1S0-682
Atta
sct Confidentiality ~OEM BE B o =
Authenticity  OEM ¢] o]
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ltem — Threat Scenarios —> Damage Scenario

L_.) Assets
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Automotive cybersecurity x Polarion ALM

EHEZEBARERRBGINItem - WRIEFREEIR -
BalCHEEEFTEELTHEE
Live Doc ~ Workltem - TestPlan ~ Test Report

EEHMET—EF Item:User Interface for GPS
based navigation system

Is the ltem an off-the-shelf component?
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L ] Created: 2022-11-24 11:25, Updated: 2024-04-10 10:45
T - #150-664 - User Interface for GPS based navigation system
1T .150-680 (3150-681 [51S0-682 (5 1S0-683 (5150-684 [F]1S0-690 &

Type: (& Item Status: @b In Analysis Out-of-Context Component:

Author:  Systemn Administrator Version: 1.0 Off-the-Shelf Component:

Assignee(s):  System Administrator Cyber Security Relevance:  yes Re-Use Candidate
Analysis Progress: Cyber Security Plan: 01 Concept / User Interface for GPS based navigation system - 1.0 - Cybersecurity Plan Re-Use Analy

Cybersecurity Case: 01 Concept / User Interface for GPS based navigation system - 1.0 - Cybersecurity Case
iE Cybersecurity Relevance Details

E/E Contribution:  yes L Eﬂ ? /__
Safe Operation:  yes JE R

User Related Data yes

Cybersecurity Plan

# Description

Ul for entering target data to navigate with the car

® Comments

g Create Comment Collapse All  Expand All | View: | Tree = I:I Show resolved comments

L Approvals

& Linked Work Items

s related to o
s related to ]
s related to obile app 15021434 ™ ]
s related to n ehicle device 15021434 "]
s related to tion syste o}
s assessed by [¥]150-690 - Risk of disclosing target data 150214234
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Automotive cybersecurity x Polarion ALM

User Interface for GPS based navigation
system - 1.0 - Cybersecurity Plan

Table of Contents

1 Introduction
2 Document Information
3 Dependencies on other activities or information
4 Cybersecurity Plan Assignment:
5 Personnel Responsible for Performing an Activity
6 Required Resources for Performing an Activity
7 Cybersecurity Tailoring
. nt

ponent

1 Introduction
* Project Overview
(Provide a description of the project)
» Cybersecurity objective

Define the objectives, including:

a) cybersecurity architecture.

b) how the cybersecurity specifications will conform and be verified from higher levels of architectural abstraction;

) hon mponent weaknesses will be identified; and
d) In what way will the project provide evidence that the preduct conforms to the cybersecurity specifications?

* Document References
* External Documents (Provide the following infermation on other documents:)
s Ref No (This is a self-assigned sequential number)
* Document Title (Provide a text box)
s Revisicn (Provide a small text box)
ease Date (date format)
» Author (Provide a small text box)
* Internal Documents (Provide the following information:)
= Ref Mo (This is a self-assigned, continucus sequential number from the external document ref, na.)
» Document Title (Provide a text box)
* FRevizion (Provide a small text box)
ease Date (date format)
s Author (Provide a small text box)

2 Document Information

\

EIZCybersecurity PlanB &) & &
Workitem - T&{® Plan TP EIEH
AT

Cybersecurity Plan BB Z A
,LE_J’LIEIE\E B 02538 Polarion

ALM Z21EAX Template ©

VTR BB BET /SISO

1RAE /NI FRE -
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Created: 2022-11-24 11:25, Updated: 2024-04-10 10:45

150-665 4+
. . . v 114
t 1SO-672 - Cybersecurity Tailoring == Vo Y E W kI
——
ISO-673 | ISO-674 | 1S0-675 # ,E —r J1TXN o r te m
Type: Heading Assignes(s)
Severity: (=) Normal Status:  #f Open
Author System Administrator Resolution:
Project: 15021434
Categories Pricrity: (=] Medium [30.0]
Due Date
nitial Estimate Time Point
Time Spent Planning Constraints:
Remaining Estimate: Planned To
/ Description
® Comments
d Create Comment Collapse All  Expand All e Tree - |:| 5 esalved commen

B Work Records

L Approvals

% Linked Revisions

& Linked Work Items
relates to 15C 0 - Cybersecurity Pla 15021434 of
< related to 150 15021434 o3
s related to 150 15021434 o
s related to 150- 15021434 o3
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Created: 2022-11-24 11:25, Updated: 2024-04-10 10:45

Py

& 1S0-664 - User Interface for GPS based navigation system
1T 150-680 3150-681 [51S0-682 (5 1S0-683 (5150-684 [F]150-690 &

Type: (@ Item Status: @b In Analysis Out-of-Context Component:

Author: System Administrator Versiomn: 1.0 (Off-the-Shelf Component:

Assignee(s):  System Administrator Cyber Security Relevance:  yes Re-Use Candidate

Analysis Progress: Cyber Security Plan: 01 Concept / User Interface for GPS based navigation system - 1.0 - Cybersecurity Plan Re-Use Analysis:
Cybersecurity Case: 01 Concept / User Interface for GPS based navigation system - 1.0 - Cybersecurity Case

Cybersecurity Relevance Details
E/E Contribution:  yes
Safe Operation yes
User Related Data yes

MNetwork Components:

# Description

Ul for entering target data to navigate with the car

® Comments

d Create Comment = Collapse All | Expand All | View: | Tree = I:l Show

3 Efj &= & Work Item

L Approvals

& Linked Work ltems

m

s related to &5 150-680 +3
s related to & 150-681 " |
s related to & 150-682 fo ea 15021434 ™ ]
s related to & 150-683 - I/F for entering data on in-vehicle device 15021434 "]
s related to &150-684 - IfF to s tic o}
s assessed by [¥]150-690 - Risk of disclosing target data
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Item Overview

@ New Item ‘ ‘  Damage Scenarios Library ‘ ‘ &% Threat Scenarios Library

Active Cybersecurity Items

-

L=

#R150-664 - User Interface for GPS ch In System Administrator View Assets & Damages Threat Scenarios Attack Path & Risks
ba... Analysis

E150-692 - User Interface for GPS o} Open WView | | Assets & Damages | | Threat Scenarios | | Attack Path & Risks
ba...

Active Cybersecurity (tems contain objects in shatus Open and In Analysis

Closed Cybersecurity Items

ZHE2 Threat Scenarios OJ & A 42

BE=M|

Closed Cybersecurity ltems contain objects in status Analysed and Retired

QN DevOps Tec. www.devops.com.tw
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TARA - Threat Scenarios

Damage Scenarios

C

‘ (¥] Attack Paths & Risks

‘ ¥ User Guide

Selected ltem : @& 150-664 - User Interface for GPS based navigation system

Assignee : System Administrator
Status : In Analysis
Threat Scenario Th reat 'EE F ID}(;E ?%
p 10 kw3 E/ gEB
*E g‘j ]lil..\Xa?/ = IE E
v % 150-689 - Attacker injects spoofing sysS |
Damage Scenario Affected Asset
=y 150-685 - Manipulation of target data & 150-684 - I/F to speech recognition system
IS0-686 - Reading of target data & 150-684 - |/F to speech recognition system
= |ISO-687 - Publishing of h acked data when ) ]
50-8 .F 9 . I =dd & 150-682 - Wian connection for mobile app
ommunicating with mobile devices

QN DevOps Tec.

Stride Selector

Stakeholder
Road User

Road User

CEM

www.devops.com.tw

&% Create New Threat ‘ ‘

[.'| Add From Library

Impact Analysis

Bl By
Impact Analysis
[s] [F] [o] @
EECHE
EEGT R
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Item Overview

@ New Item ‘ ‘  Damage Scenarios Library ‘ ‘ &% Threat Scenarios Library

Active Cybersecurity Items

= 150-664 - User Interface for GPS ch In System Administrator View Assets & Damages Threat Scenarios Aitack Path & Risks
ba... Analysis

E150-692 - User Interface for GPS o} Open WView | | Assets & Damages | | Threat Scenarios | | Attack Path & Risks
ba...

Active Cybersecurity (tems contain objects in shatus Open and In Analysis

Closed Cybersecurity Items

Clssed Cybersscurity lems contain objects in status Analysed and Retired *& % m D /( ;E A Att a c k P at h a n d

—

Risks =B
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TARA - Attack Path and Risks

& ltem View ‘ | &= Damage Scenarios | &% Threat Scenarios ‘ | ¥ User Guide
Selected ltem : (& [S0-664 - User Interface for GPS based navigation system
Assignee : System Administrator
Status : In &nalysis
Threat Scenario Stride Impact Rating Attack Risk Treatment

Feasibility

v ?ISI?-EE'? - Attacker injects spoofing Spoofing . @ . - [¥]150-690 - Risk of disclosing target data " |_7| c

Attack Path Elapsed Time Expertise Knowledge Window of Opportunity Equipment Attack Feasibility
¥  Main Path High
Attack Step Affected Asset
Attack via usb controller =
Sending overflow message to enter maintenance mode @
T Wireless Attack Path Very Low Eﬂ
Attack Step Affected Asset
Manipulaton of Wireless device (outside our assets)
Transferring manipulated connect strings via Wlan access controller/Fifo
Adjusting dynamically offset messages Eﬂ

QN DevOps Tec. www.devops.com.tw
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FTARA - Attack Path and Risks

[¥] 1S0-690 - Risk of disclosing target data

Fields
& Item View ‘ | i Damage Scenarios | % Threat Scenarios ‘ 7 User Guide . @
Assignes(s): | -- -
*Status: | » Draft v
Selected Item : @ 1S0-664 - User Interface for GPS based navigation system Risk Safety:  Very High (5)
Assignee : System Administrator . .
Status : In Analysis Risk Finance:  Very High (5)
Risk Operation:  Very High (5)
. . . Attack . .
Threat Scenario Stride Impact Rating Feaasicbill'ty Risk Treatment Risk Privacy:  Very High (5)
§2150-620 - N (#)150-690 - Risk Risk Treatment: | Retaining the risk -
- = T |_!T', c
| Attank Cascikilitee I
] Abddannls Eassilaillds: |
| Adtmalsr Eamciluilidss |
' o B
Attack F'Eﬂﬁlblllt'jl'
’ ]
— Very Low Low Medium | High
o
| Severe 2 3
| *= ] H By 488
{|g[ e | 2 | Polarion thRi% e
E J oliarion XX T = E
| | =1-]
Elvosee | 2 | 2 | 2 | 3| BEMER
S
= — MNegligible 1 1 1 2

o
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EIEMSENGE

Item Overview

@ New Item ‘ ‘  Damage Scenarios Library ‘ ‘ &% Threat Scenarios Library

Active Cybersecurity Items

-

#R150-664 - User Interface for GPS ch In System Administrator View Assets & Damages Threat Scenarios Attack Path & Risks
ba... Analysis

E150-692 - User Interface for GPS o} Open WView | | Assets & Damages | | Threat Scenarios | | Attack Path & Risks
ba...

Active Cybersecurity (tems contain objects in shatus Open and In Analysis

Closed Cybersecurity Items EET!I ?ﬁ ﬁ 1Fﬁ ;E E E&—' jlge: 1% %( *}i Jﬂ *ﬁ ;_\E<

Closed Cybersecurity ltems contain objects in status Analysed and Retired
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Item View
IHem: &150-664 - User Item responsible: System Administrator Select Another Item
Status: ek In Analysis
Document Overview Asset Overview

&5 Manage Assets

1 & Z1IAYFF B Document *

Risk:> Threat ZBT] I FE B RIR L

: EITEE

[ Manage Attack Paths & Risks

zta Draft [ s | | £ | [ o | Ex Retaining the risk Iy
Threat Scenarios Damage Scenarios
#% Manage Threat Scenarios = Manage Damage Scenarios

E = -
EH = [ |
H E E -
H B © &
Authenticity QEM - - II|
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Polarion X

Polarion My Account Ready to Buy? Or any questions? Contact Sales

Trials  Your Profile

Polarion Test Drives

Take Polarion for a spin for free today and get a feel for the tool that helps
more than 20,000 firms worldwide create better complex software faster.

rolarion MR 1T ZI f= B3 Polarion [ -

Everything you ne¢

i PoOlarionX(SaaS ALM soluti

requirements, codiiy, weouiig, wiiw rercuses

Launch

Polarion X

Software Lifecycle Under Control in the Cloud. Everything you
need to achieve agility and have full control over your cyber-
physical systems application lifecycle.

Launch
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Create New Project — S —
: EENERFHAEF _LF Polarion
Following Steps: , : S . . .
V-Model Project (Concept, Requirements, Design, Risks, Planni evelopment, Testing, Maintenan ~
Basics o
p Template
-- no template (empty project) --
Summary Agile Software Project (Product and Release Backlogs, Sprint Management, Quality Assurance, Builds)
Creation Drive Pilot (Demo based on V-Model Project)
Drive Pilot QA (Demo based on V-Model Project)
Drive Pilot REQ (Demo based on V-Model Project)
E-Library (Demo based on Agile Software Project) -
1S021434 Cybersecurity, build: 20230323-1955 .
1S026262 Functional Safety (FuSa), build: 20230329-2012
Lane Fusion Example FuSa (Demo based on 1S026262 Functional Safety (FuSa)), build: 20230329-2012
Nextedy GANTT Demo
Nextedy PLANNINGBOARD Demo
Specification Project with Teamcenter Variant Management (Requirements, Testing) v
Specification Project with Variant Management (Requirements, Testing, Variants, Features)
User Interface Cybersecurity (Demo based on 1SO21434 Cybersecurity), build: 20230323-1955
‘ Previous ‘ ‘ Next  yv_Model Project (Concept, Requirements, Design, Risks, Planning, Development, Testing, Maintenance, Builds)
V-Model Project QA (Concept, Requirements, Design, Risks, Development, Testing, Maintenance, Builds)

———————————— : B . = *
V-Model Project REQ (Concept, Requirements, Design, Risks, Maintenance)

Weather Station (Demo project based on Specification Project with Variant Management)

QN DevOps Tec. www.devops.com.tw




Polarion X

p5428b4edab9e6b I
+  Default Space » Hi User Guide
7 VYOI K Vo
‘ ’—mzamous Event WOfk,[ou.
o VI/.O,KﬂDW 1@ FP E : %B E *E ¥1 E Eq 1§ m % : m
E EE :d: 7GN g
Introduction
R B5 L FEEHANEREA
LIS (X sl MY Polarion This Polarion template and workflo L * 100 -—t A LR
@ 03 Functional Satety with their corresponding tests, veri :ation, validation, and the traceability between these important functional safety activities. The use of libraries
Concept
@ 04 Technical Safety Data Model
Concept
@ 05 Safety Validati This is the template’s Data Model. Standard Polarion links connect all elements.
afety Validation
Documents & Pages
. A Initial Risk Assessmaent Residual Risk Assessi
v Default Space S | Item System
. [— L Acceppted M Acceppted
2 Index @ Risk ALARP Recommended Actions ALARP
ini 1 i =+ Component
. Administration Guide B Failure Mode Ml NOT Accepted I NOT Acceptec
B User Guide F Failure Mode
» B3 Document Templates w Functionality # Failure Mode
» B3 Functional Safety - Documi B Failure Mode
» B3 Functional Safety - Reports I _
E H . ﬂ Hazards | ¥ | Hazardous Event @ Safety Goal Safe State Ifl Fi
> ow To -
F] F
» B35 Testing - Documents l
v 5 Testing - Reports —
@ 9 P Severity: |i' S3
Index
B REQ FSC_FSC TestCases Controllabilky: (8] c1 %) satety validation
B REQ HSR_HSR TestCase Exposure: 3] E4

REQ_SSR_SSR_TestCases

[ ]

B REQ TSR TSR TestCases
i safety Validation - Info ¢
E

ASIL Classification: |:i ASILB

Test Cases

Test Cases by Type Over

QN DevOps Tec. www.devops.com.tw
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Contact Information
A s ;'EEL
|.'| -
*.ﬁ -| F_I-'l
'ﬁ;:r'*#ng
Harry Lu EE15 Jason Xue B#xX R Jos Hsu 5 &5 B
Email : harry@devops.com.tw Email : Jason@devops.com.tw Email : jos@devops.com.tw Facebook
Moblie : (02)7752-7696 #160 Moblie : (02)7752-7696 #163 Moblie : (02)7752-7696 #168
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